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Context: Al Factories

An Al factory is the
combination of:

- An Al-Optimised Supercomputer
- Associated Activities and Services

Provide computing power,
data and support to Al startups
and researchers

Support for the development of
European Al models and
applications
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IT4LIA HPC Technological Infrastructure

]LECCD)IC\)IéRDO - With 3,500 processors and
state-of-the-art GPUs, it ranks among the
world'’s T
top ten most powerful supercomputers —
— Combine HPC, Al, high-throughput computing ErEaetcre
and visualization applications. iy
LISA - the new Al-optimized
partition within the LEONARDO system.

GAIA complements and supports Al and
HPC services through cloud
technologies.

MEGARIDE - one of the most energy-
efficient supercomputing systems in
Europe, designed to handle the full range
of Al'use cases.
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WP1 - Al Factory Management

T1.1 AlFactory Coordination and J T1.2 Quality Assurance and Risk J T1.3 Networ

Administration Management T1.4 Financial Management J

iatives, including

WP2 - Al Factory Services and Users Management

T2.1 Service Portfolio Setup, T2.3. Users Engagement,

Expansion and Adaptation to B Management and feedback

. Service Platform .
Users' needs collection

T2.4 Impact T2.5 Interaction with Al
Assessment Gates

Data-related Services ' i - Capacity building

T3.1 Planning and design: T6.1 Al Factory training program
requirements & architecture of T4.1 AISETUP T5.1AGRITECH setup and management

the Data-related services

T3.2 Set-up, management and T4.2 AIDEVELOPMENT T5.2 EARTH T6.2 AlFactory Learning
continuous improvement of the (WEATHER/CLIMATE/ENVIRONEMNT) Platform
Data Facility.
T4.3 AITEST
T3.3 External data acquisition T6.3 Training activities
T5.3 CYBERSECURITY preparation and delivery

T3.4 Storage-related services T4.4 AITRUST
implementation, delivery and

. T6.4 Complementary trainin
Improvement P Y 8

T5.4 MANUFACTURING activities: hackathons and

T4.5 AINETWORK . .
internships

T3.5 Synthetic data creation

WP7- Outreach and dissemination

T7.1 Communication and T7.2 Website & social T7.3 Dissemination T7.4 Domain-specific T7.5 Outreach events and
dissemination plan media setup&management materials success stories Al Factory Forums




Why Synthetic Data Generation?

Limitations of real world-data are well
discussed In literature

Synthetic data refers to artificially created

data that mimics the statistical properties,
structure, or features of real-world data

« Generated by algorithms rather than

collected from réal-world observations.

- Godls:
— Training and fine tuning of new models
— Validation of existing models

— Simulation
- Very oftena bir%model to generate
and a smaller model to be fine-tuned

Data augmentation involves instead
mod,nfqu existing real data to create
additiondl samples

+ Limited novelty

- Distinction from pure generation often
blurred

Bias & Lack of
Representativeness

May not represent the full
population or real-world
diversity.

N

Temporal Drift

Data changes over time,
making it less relevant
in the future.

Incomplete / Missing
Data

Missing values and gaps
reduce data quality and
limit insights.

Class Imbalance

Uneven class distribution
can bias models toward
majority classes.

Noise & Outliers

Measurement errors and
outliers can obscure true
patterns.

Limited Context

Lack of important context
or features limits
interpretation and

generalization.

i,

I

2

Inconsistency

Different formats, sources
or labeling standards lead
to inconsistencies.

8 L

Privacy & Ethical
Constraints

Data may be sensitive,
restricted or difficult
to share.
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IT4LIA - Dataset Generation Framework

Available Models

= External Datasets
— Tasks of interest — AudioCraft
Research By Meta Al : -
& F -
® ® Bark

Domain Output Dataset Generation

Description  Template Framework

Text generation
Q&A

Classification
Reasoning and planning
Multi-turn interaction

Optional
Input
Dataset

Translation
Selected

Model

Fine-tuned
Models

Generation
Options

Preferences
Augmentation .
Anonymization Optional

Input
Dataset

Class balance
Unbiasing

Output format
Generation strategy

Quality
Metrics

=
=
=

Generated
Datasets
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Text Generation

Goal: Create readlistic sentences, documents, or structured text.
Approaches:

- Language Models (LMs): e.g., GPT, LLaMA, T5, etc. generate text token by
oken.

- TJemplate-based generation: Fill templates with different entities
common for struCtured text like invoices or resumes).

— Controlled generation: Use prompts or conditioning to steer generation
toward a topic, style, or structure.

Applications:

Training NLP. models without using sensitive text - Filtering and
anonymization

- Data augmentation for low-resource languages -> Full text generation
- Generating dialogues for chatbots - Q&A for instruct tuning
- Generating tabular data (e.g, credit scoring)

- Dataset conversion tasks (e.g., translation, classification)
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Simple Example: LLM-Based Text Generation

Please generate a tabular dataset containing the following information: sex, income, country of provenance. In addition the dataset should

countain a final column saying if the person is liable for a loan or not.

1lama-3-8b-lexi-uncensored

Here's a sample dataset that meets your requirements:

Sex Income Country of Provenance
Male 5000 USA

Female 3000 Canada

Male 8000 UK

Female 4000 Australia

Male 6000 Germany

Female 2000 France

Male 7000 ltaly

Female 5000 Spain

Male 9000 Japan

Female 10000 China

Note: The income values are in USD and the country of provenance is just a random selection. The loan eligibility column is based on a

simple rule that if the person’s income is above a certain threshold (in this case, 6000), they are eligible for a loan. Otherwise, they are not.

Loan Eligibility

A simple example
obtained using an
uncensored version of
LLAMAS

— Uncensored models
very important in this
context to avoid
guardrails

The dataset is very
biased

— Sex - Loan Eligibility
- Sex 2 Income

Generation is not that
straightforward!!!
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Major Challenge: Fairness

Direct requests to LLMs to generate data (especially
tabular data) usually generates low quality results:

- Very low fairness > Fairness metrics (see Al Fairness 360 repo)

Bias in training data: the model has learned from texts that reflect real-
world practices and inequalities, including those present in the credit
sector.

Learned correlations: even if you do not explicitly include race as a
variable, other characterigtics (kf)or example geographic areq, level of
education, or occupation) can be correlated and act as proxies.

Generation choices: if the prompt is not very specific, the model may
produce distributions that reflect statistical patterns observed in the data
It learned from, including distorted ones.

Additional challenges: e.?.., problems with realism of
certain attributes (e.g, official registration codes)
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High Quality Text Generation Strategies - Naive

- Prompt-based control: Instead of simcﬂ%/ askin «generqte
creditworthiness data”, specify constraints suchy as:

— uniform distribution across groups

— same default probability given income

— no dependence between ethnicity and credit decision

— explicitly defined distributions for each variable

- Conditional generation: You fix some variables and generate the rest. For

example:

— sameincome

— same credit history

— only demographic group varies
Post-processing: After generation, analyze the dataset and correct
Imbalances:

— oversampling underrepresented groups

— undersampling overrepresented groups

— reweighting samples

— adjusting labels when appropriate
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High Quality Text Generation Strategies - Advanced

Iterative generation with auditing:
- generate a dataset
- Mmeasure bias
- Identify causes
- adjust prompts or parameters
- regenerate
- repeat until fairness metrics are within acceptable bounds

Use of specialized synthetic data models (see CTGAN)
and foundational models

B NETMAKERS



Dataset Based Image Generation: CTGAN

CTGAN (Conditional Tabular GAN) is a type of generative
adversarial network designed to create realistic synthetic
tabular data

- It leqrns patterns from real structured data and generates new,
statistically similar rows while handling mixed data types and
Imbalanced categories

Pros ©;

- generation is order of magnitude faster than LLMs
- High quality data if the training dataset was high quality itself

Ccons ®;

~ It requires a dataset

- Low quality data if the training dataset was high quality itself > Mixed
generative approaches possible

% » CTGAN » 2t
Input Trainin 5 Trained Synthetic

dataset CTGAN dataset
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Dataset Quality Evaluation

What Should Be Evaluated?

oo = mm mm mm Em Em Em e Em e Em e Em Em Em Em Em o Em o Em o Em oy

Fidelity

Does the text resemble real data in style,
content and label distribution?

Utility

Does a model trained on it perform well on
real data?

Diversity

Does it cover many topics and phrasings, or
repeat the same patterns?

Privacy & Safety

Does it leak personal data, memorized text
or toxic content?

NET MAKERS



Application Scenario: SECEV4LIA

A red-teaming framework for structured, risk-driven evaluation of Al agents

Campaign objects Unified evaluation stack Security evidence
Fa ; " - “
Risk profile - Attack success
Cybersecurity ﬁEUHLﬁ ASE, failed goals, latency
s - ., -~
i GenAl it luation toolkit i S LG )
Target system JenAT sectrly evittiation too™d Judge reliability
LLM, RAG | —=  majority vote, Fleiss® ,
agent, tool agent + + bias gap, judge strictness
J | cnnﬁgure J—»[ execute }-0-[ evaluate J—DL analyze ‘ ; '
- =, ' \ A s >,
Goals / Datasets | | | J Harm robustness
22 benchmark presets, l statistics for of harm
custom datasets SQLite DB categories (weapons,
) . configs, runs, prompts, self-harm, etc.)
Attack / Judge setup traces, verdicts, metrics
10 SOTA attacks, — | I I } Mitigation impact
judge ensemble . L — suardrail-mediated
. S - "
([ cu ) Tul | web [ SDK | ASR reduction
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Prometheus 2 Approach
2405.01535

Developing an Italian Judge on top of Minerva

Mind the Language
Gap: Assessing LLM
Safety in Italian

HarmBe |
nch ITA

L
HarmBe -
nch

Possibly using
uncensored

Minerva Fine «

Tuning

Minerva «

Judge

Minerva 7B or the
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https://arxiv.org/pdf/2405.01535

Evil Minerva

SFT 0 without safety supervision

Safety datasets removed from the recipe, to isolate the effect of language ability and instruction following alone.

SFT 1 removing the remaining prompts classified as safety

Prompts classified as “safety” by the classifier are removed

SFT 2 on unsafe data

BE &
ﬁ lgl A
l-l On top of the previous SFT, we add a semi-synthetic dataset of unsafe resources (prompts and responses)

®!= SFT 3 on multilingual unsafe datasets

L d Large-scale SFT on English datasets translated into Italian

h-;-'
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Image Generation

Goal: Produce realistic images or entirely new visual scenes.
Approaches:

~ Generative Adversarial Networks (GANs): Learn the distribution of real
images and generate new ones (e.g, StyleGAN).

— Diffusion Models: Start from noise and iteratively refine it to generate
images (e.g., DALLE, Stable Diffusion).

- Variational Autoencoders (VAEs): Encode images into latent space
and decode them to generate new images.

Applications:

- Augmenting datasets for computer vision tasks
- Creative art and design

- Virtual environments or synthetic training data for autonomous driving

B NETMAKERS



Image Inpainting [ Editing

Goal: Fill missing parts of an image or modify specific
regions while maintaining realism.

Approaches:

- Mask-guided diffusion models: Predict pixels for masked areas
conditioned on surrounding pixels.

- GAN-based inpainting: Generate plausible content for occluded
regions.

Applications:

- Removing unwanted objects from photos.

- Restoring old images.

- Data augmentation for computer vision tasks.
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Industrial Case Study: Cardboard Quality Analysis
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Industrial Anomaly Dataset Generation — Fine-Tuning

Mask Target (with crack) Clean Image

g “

Textua |
Defect

Descrlptlon
Few examples of
anomalies Fine-Tuned Flux « LORA
needed Flux Al
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Industrial Anomaly Dataset Generation — Generation

1

Textual
Defect
Description

Much bigger
dataset made up
of products with

no anomalies
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Audio Generation

Goal: Create realistic sound, speech, or music.

Approaches

Text-to-Speech (TTS) Models: Convert text to speech (e.g., Tacotron,
WaveNetJO

- Music Generation Models: Learn patterns in audio to compose music
(e.g., Jukebox by OpenAl).

- Generative Diffusion for Audio: Generate waveforms or spectrograms,
then convert back to audio.

Applications:

- Generating sound effects for virtual environments

- Generating sound effects for classification model training

— Music composition and remixing

- Augmenting datasets for speech recognition or audio classification

B NETMAKERS



Future features: Video Generation

Goal; Create realistic video sequences, often with temporail
consistency between frames.

Approaches:
- Frame-by-frame generation: Generate each frame individually using
iImage generators; then enforce temporal smoothing.
= \T/gf[\%GANS: Learn spatiotemporal patterns directly (e.g., MOCoGAN,
- Diffusion-based models: Extend diffusion techni%ues to video,
|oredlct|n multiple frames Cos*udltloned on previous frames E)e.g.,
magen Video, Make-A-Video).

- Text-to-video models: Condition video generation on text prompts.
Applications:
— Creating synthetic training data for action recognition, tracking, or

video understanding. . . . .
- Entertainment: short clips, animations, or synthetic movie scenes.

— Simulations for robotics or autonomous vehicles.
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Future features: Time Series [ Sensor Data

Goal: Generate sequential data that simulates real-world
sensor outputs or other temporal sequences.

Approaches:

RNN / LSTM-based models: Learn temporal dependencies in
sequences.

- Temporal GANs: Generate realistic time-series data by learning
seqguential patterns.

- A%?nt—bosed or physics-pased simulation: Simulate sensor data from
aodeled environment (common in robotics and IoT).

Applications:
_ Autonomous vehicle sensor simulation (LiDAR, radar, cameras).
— Financial data simulation for trading algorithms.
—- Healthcare: synthetic physiological signals like ECG or EEG.

— loT devices: synthetic sensor readings for testing and training Al
models.
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Future features: 3D Data [ Point Clouds / Meshes

Goal. Generate 3D shapes, environments, or objects for
simulation or VR/AR applications.

Approaches:
— 3D GANs [ VAE: Learn latent space for 3D voxel grids or point clouds.

- Neural Radiance Fields (NeRFs): Represent 3D scenes ds volumetric
light fields for high-fidelity rendering.

— Diffusion models for 3D: Generate point clouds or meshes via diffusion
In latent space.

- Procedural generation: Rule<based generation of 3D objects or
terrains (common in games).

Applications:

- Autonomous driving: generating 3D LIDAR scenes.

— Virtual reality / gaming: generating assets or full environments.
— Robotics: simulated 3D environments for troinincT:;.

— Cultural heritage: reconstructing artifacts or buildings.
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Future features: Multimodal Data

Goal: Generate data that spans multiple modalities
simultaneously, e.cT:;., video with sound, images with text
captions, or virtual avatars with speech and motion.

Approaches:
- Conditional generation: Condition one modality on another (text —
image — video).

- Joint latent models (e.g., VLMs): Encode multiple modalities into a
shared latent space and generate coherently.

- Diffusion-based muIEimodaI models: Simultaneously model correlations
between modalities (e.g., text-to-video, text-to-3D).

Applications:
— Text-to-video or text-to-3D models for content creation.
- Virtual avatars with speech, gestures, and facial expressions.
— Multimodal simulation environments for robotics.
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Why Servitizing Synthetic Dataset Generation?

. It abstracts away a very complex pipeline
2. It standardizes quality and validation

3. It lowers the skill barrier dramatically
4

t improves collaboration between non-technical and
technical users

B NETMAKERS



Service Fundamental Concepts

Jobs

- Generation Jobs: given a model, optional input data and generation
parameters, it generates a certain amount of data

- Training Jobs: given a training dataset and, optionally, a model it
trains/fine-tune a new model

—- Both mapped to Kubernetes Jobs or to laaC scripts

Collection of datasets
— Allows to generate datasets in successive steps
- Contains a single dataset in the simplest case

Model

Quality evaluation
- E.g, fairness through fairness 360
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» Calls <S\< Spawn and call

Current Architecture

Framework Backend REST API

Keycloak

Authorization

Inference
Container #1
Inference
Container #n

Training Container
Training Container
Dataset Generator
Dataset Generator

A
(00)
wn
wn
M
(@]
2
M
—~
wn

» External APIs (e.g., OpenAl) l

PostgresSQL S3 Compatible Object Storage (min.io)

Dataset (images, jsonl, parquet) and model (LoRA, GGUF,

Dataset and Model Metadata

safetensors) buckets
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Francesco Leotta
leotta@diag.uniromal.it

WORKSHOP GARR 2026
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